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ABSTRACT

This paper purposes anew surveillance system for an organization using
wireless sensor networks and RFID. The system authenticates the
authorized person of the organization using RFID (Radio Frequency
Identifier) tags embedded cards and also detects the unknown person
using Motion sensors. The system also alarms the presence of unknown
person. The benefit of this system isto surveillance the people without
using close circuit cameras.
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1) INTRODUCTION

The wireless sensor networks technology is used in number of applications. (Key Romer,
2004). In future big companies are planning to monitor their product using WSN. RFID
(wikipedia.org) iswidely accepted by industries to be an emerging technology for product
identification (Yi Zhi Zhao, 2006), (Dong Seong Kim, 2005). The proposed ideais to use
WSN in the surveillance of an organization or building. The system is skipping the use
of cameras and biometric identifiers. Proposed system isthe simple use of the paired device
called reader and transponder.
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2) EXISTING TECHNIQUES

There are different techniques for surveillance. Each technique has some advantages and
drawbacks. The most used techniquesin the world are.

a). Surveillance using Cameras.
b). Surveillance using biometrics.

A. Surveillance using Cameras

This technique just uses the cameras to do surveillance. It needs a command and control
center to monitor all the activities using cameras. All the cameras are connected to the
command center and send their data directly to the central location. All the activities which
are happening in the organization or inside the building can be viewed live from the
command center. If they found some threat then they do further action. Some newly
developed techniques are distributed camera surveillance which uses an intelligent system
to automatically track movements (Zen Chen).

B. Surveillance using Biometrics

This system uses the matching technique; it checks the physical characteristics of the
human body. This type of system involves the image processing. It contains a database
of pictures. All the entrance points or check points are installed with cameras or scanners.
That takes high resolution pictures to match with the database. For example, some systems
take human eyes pictures and match the iris with the database.

3) PROPOSED SYSTEM

Fig 1:
A brief view of proposed system.
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The system uses transponder embedded in the objects identity card. It ssmply recognizes
the transponder signal and then sends it to the central database server which checks for
the domain of the object and take a decision from the identity embedded on the ID card.
The system has two basic portions.
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A) Sensors.
B) Database Server.

A. Sensors

Sensors part is one of the basic parts of the system. It alows to go any where inside the
building person/object do not need to wait for the scanning, processing and then for the
result. System will not ask anybody for hisidentity the sensor portion will recognize the
object/personitself and check the domain of that room, hall or path way.(D. Patranabis)

Sensor portion hasfurther two parts

i) Reader
ii) Transponder

i) Reader

The RFID reader portion has a motion detector which tells the reader about the presence
of aperson/object intheroom it also tells the number of persons. Then reader starts sensing
the signal emitted by the transponder’s tag (Joongheon, 2005). The deployment of the
readers can be varied with the nature of the deployment environment. For example if our
interrogating areais highly risky then our deployment will be dense. It means density (d)
isdirectly proportional to therisk (r).

dar

The above equation shows that density is directly proportional to the risk. If we know that
the interrogating areais the risky one, then we increase the density of the reader.

But density isinversely proportional to the threats (t).
da 1t

This equation shows that if we increase the density of the reader then the number of threats
will be decreased.
Here system is using a motion detector as an additional component to make it more secure.

M otion Sensor

System uses a motion sensor with the reader device; it increases the security of the system
(D. Patranabis). If a scenario has been taken that a person into the system without the
transponder then readers sense less number of transponders; because they cannot sense
the presence of an object into the room. So the motion sensor will tell the reader about the
presence as well as the number of the objects. So if reader does not find the same number
of tranﬁponder as number of objects then it will inform the central database server about
some threat.

Collision Problem

If there are more then one transponder present in the room, there will be chance of a
collision or data loss. So to minimize this risk, the system is using a new technique as
written by “Tsan-Pin Wang” in his paper “Enhanced Binary Search Tree with cut-though
Operation for Anti-Collision in RFID System” (Tsan-Pin Wang, 2006). The cut-through
operation minimizes the search operation as early as an RFID device can be uniquely
identified. Thiswill decrease the collision problem.
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Fig 2:
Example of Binary Search Treein the reader (Tsan-Pin Wang, 2006)
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Fig 3:
Binary Search Tree with Cut-Through operation (Tsan-Pin Wang, 2006)
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ii) Transponder

It is a transmitter, which transmit the information stored in them.(Dong Seong Kim),
(J. Vazquez-Gimez, 1993). In the proposed case the information about the object will be
stored in the transponder. It is a chip imbedded in the card of the object. The transponders

used by the system are called as RFID.
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4) PROPOSED TECHNIQUE USING ACTIVE RFID

This type of the RFID’s has a capability to emit its information all the time without any
outer interference (D. patranabis). They use batteries or some other mean of power. They
can transmit at more distance then passive RFID. Their battery limits their life, means that
they can be alive until their battery goes empty, and become alive when recharge or have
power by some other mean. In this case the transponder emits the ID automatically and
whenever it comesin the range of reader itsinformation sent to the server for authentication.
The use of thistype of transmitter’sis useful for the far away transmission. So the use can
be varied among the scenario if the data have to be transmitted the far away readers or the
other transmitters then we can use the active transmitter. But asfar as the proposed technique
is concerned the active RFID is not preferred due to following problems.

= Thesetype of RFID’s have the capability to change there information time to time.
(devx.com), (A Basic Introduction to RFID).

= They arelarge in size due to the battery carrying capability (devx.com), (A Basic
Introduction to RFID).

= Due to there long Range of transmission they can be detected by more then one
reader. So conflict about location will happen in the database.

Fig 4
System using Active RFID
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4) PROPOSED TECHNIQUE USING PASSIVE RFID

Thistype of RFID haslong life, but its transmitting range is very short. They only transmit
their information on request from the reader. This type of transponder can aso be used
with our system. But in the case of passive RFID reader sent arequest to the transponder
to send the ID in response transponder sent the information stored in it and the information
is sent to the server for authentication. These types of transponders are ideal for the
surveillance inside the building. They can be detected from 6 meters, (devx.com), (A Basic
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Introduction to RFID), (D. Patranabis) so this range is sufficient inside the building. And
their sizeis much smaller then active RFID transponders.

Fig 5:
System using Passive RFID
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5) DATABASE SERVER

All the readers are connected with the central database server. This check for the domain
of the object, if it finds some sort of threat then it follows the Standard Procedure as per
organization. To understand this we take a scenario.

An object enters the room motion sensor sense the object it also tells the reader about the
number of transponders present in the room. After motion detector reader read the signals
and sends the information to the server which checks the object domain in the database
if object isin the right domain then it makes alog file and follows the Standard Procedure
as per organization. But in the case of wrong domain it also makes alog file and follow
the Standard Procedure for false case. So here we have to note one thing very clearly that
the designing of database system isavery careful process. Because a small mistake in the
database can allow the imposters to penetrate in the organization.

FIG 6:
Different Domains of Database.
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As shown in figure the database has different domains that have different set of rules for
different locations. When some object come in contact with the reader. Reader sends that
information to the database and it checks that ID with the same domain, where it comes
from And then make alog for that event and follow the Standard Procedure for that type
of case, for example if that object is not allowed to enter in that room then the alert will
be sent to the surveillance officer. On the other hand if that object is allowed to enter in
that room then the log file will be made only and nothing will happen.

6) PROPOSED SYSTEM V/SOLD ONE

The proposed system does the things what others cannot do. It is using the transponders
which can easily locate the person in an organization or building, so by using the proposed
system anyone can easily monitor the domain of the person, which cannot be done by the
help of surveillance cameras. It is also being told about the person where it is in the
organization at the specific time. Biometric identification system has number of steps
scanning, processing and result. For this we have to stop each and every person of the
organization. That waste alot of timeto identify aperson. It isavery costly process because
it involves heavy processing; each and every door or corridor of the organization has to
be installed with the expensive scanners and cameras. Some times its results become fal se,
for example if we are scanning the face of a person then a person can be in any mood or
with any facial expression that is why results can be wrong. The proposed system needs
no eyes like cameras needs no waiting time like biometrics. So we can say that proposed
system is much betters then the others.

7) CONCLUSION

As proposed system has the quality of both well known surveillance or security systems
named as surveillance using cameras and Biometrics security system. Proposed System
isavery low cost system. Asreliability of proposed system is much better than the both
systems mentioned above. Due to these qualities this system can be used in many scenarios.
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